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May 21, 2009 
 
 
The Honorable Kathleen Sebelius 
Secretary 
Office of the Secretary of Health and Human Services 
U.S. Department of Health and Human Services 
200 Independence Ave. S.W. 
Washington, D.C. 20201 
 
 
Re: 45 CFR Parts 160 and 164 
 Guidance Specifying the Technologies and Methodologies That Render Protected Health 

Information Unusable, Unreadable, or Indecipherable to Unauthorized Individuals for 
Purposes of the Breach Notification Requirements Under Section 13402 of Title XIII 
(Health Information Technology for Economic and Clinical Health Act) of the American 
Recovery and Reinvestment Act of 2009; Request for Information, 74 Federal Register 
19006, (April 27, 2009) 

 
Dear Secretary Sebelius: 
 
The American Health Care Association (AHCA), the National Center for Assisted Living 
(NCAL) and the Long Term Care Consortium (LTCC) appreciate the opportunity to comment on 
the above-referenced guidance.  AHCA/NCAL is a federation of affiliated long-term care 
provider associations representing some 10,000 nonprofit and for-profit nursing facilities, skilled 
nursing facilities, assisted living and residential care facilities, sub-acute providers and 
intermediate care facilities for the mentally retarded and developmentally disabled.  The LTCC is 
a group of AHCA/NCAL members with specific expertise in privacy, security and compliance—
organized over eight years ago to provide leadership and guidance to the long term care 
profession and reduce the overall burden of compliance through collaboration on key initiatives. 
 
AHCA/NCAL and its membership are committed to continuous improvement in the delivery of 
professional and compassionate care provided daily by millions of caring employees to more than 
1.5 million of our nation's frail, elderly and disabled citizens who live in nursing facilities, 
assisted living residences and other facilities.  The vast majority of our member long-term care 
facilities are covered entities under the Health Insurance Portability and Accountability Act 
(HIPAA).  With the recent passage of the Health Information Technology for Economic and 
Clinical Health Act (HITECH Act), HIPAA covered entities must now abide by enhanced patient 
privacy and security obligations including a heightened notification process. 
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Thus, AHCA/NCAL/LTCC have a direct interest in the Guidance Specifying the Technologies 
and Methodologies That Render Protected Health Information Unusable, Readable or 
Indecipherable to Unauthorized Individuals for Purposes of the Breach Notification 
Requirements; and we subsequently offer our comments on the following questions specifically 
outlined in the new guidance: 
 

1. Are there particular electronic media configurations that may render PHI unusable, 
unreadable, or indecipherable to unauthorized individuals, such as a fingerprint protected 
Universal Serial Bus (USB) drive, which are not sufficiently covered by the above and to 
which guidance should be specifically addressed? 

 
We do not have additional suggestions for electronic media configurations that may 
render PHI unusable, unreadable, or indecipherable to unauthorized individuals.   

 
2. With respect to paper PHI, are there additional methods the Department should consider 

for rendering the information unusable, unreadable, or indecipherable to unauthorized 
individuals? 

 
With respect to paper PHI, the current practice in LTC is to either contract with a 
shredding company or shred documents locally.  This is the most convenient and 
acceptable method for destroying paper PHI in the LTC environment.  

 
3. Are there other methods generally the Department should consider for rendering PHI 

unusable, unreadable, or indecipherable to unauthorized individuals? 
 

We agree that encryption and de-identification of data will render electronic PHI 
unusable, unreadable, or indecipherable to unauthorized individuals.  If PHI is on 
material that is not paper and cannot be shredded (e.g., pharmacy blister pack or IV 
packaging), we suggest that the Department allow providers to redact the PHI with a 
permanent marker, for example, prior to disposal. 

 
4. Are there circumstances under which the methods discussed above would fail to render 

information unusable, unreadable, or indecipherable to unauthorized individuals? 
 

We consider encryption, de-identification, shredding and redaction to all be reasonable 
methods for rendering PHI information unusable, unreadable, or indecipherable to 
unauthorized individuals. 

 
5. Does the risk of re-identification of a limited data set warrant its exclusion from the list of 

technologies and methodologies that render PHI unusable, unreadable, or indecipherable 
to unauthorized individuals?  Can risk of re-identification be alleviated such that the 
creation of a limited data set could be added to this guidance? 

 
We believe that in most instances the risk of re-identification of a limited data set is very 
low and should be included in the list of technologies and methodologies that render PHI 
unusable, unreadable, or indecipherable to unauthorized individuals.   

 
6. In the event of a breach of PHI in limited data set form, are there any administrative or 

legal concerns about the ability to comply with the breach notification requirements? 
 



 
 
 
Under most state breach laws, the disclosure of a limited data set does not meet the 
definition of a security breach.  This is likely because identifying the harmed party in this 
situation is virtually impossible; and creates an insurmountable administrative burden for 
the provider to have to identify and notify the harmed individual.  

 
7. Should future guidance specify which off-the-shelf products, if any, meet the encryption 

standards identified in this guidance? 
 

We are concerned that naming off-the-shelf products is too limiting.  Instead, we ask the 
Federal government to list the minimum requirements or standards that meet the 
applicable technological requirements. 

 
The U.S. Department of Health and Human Services also asks the following general questions 
and we offer our comments as follows: 
 

1. Based on experience in complying with state breach notification laws, are there any 
potential areas of conflict or other issues the Department should consider in promulgating 
the federal breach notification requirements? 

 
The absence of express federal preemption of state health information privacy and 
security standards will pose real barriers to nationwide electronic health record adoption.  
Without a national set of patient privacy and security laws, we will find ourselves with 
multiple notifications, duplicate reporting requirements and fines.  Anything short of 
federal preemption of state privacy and security laws will subject providers to 
inconsistent laws. 

 
2. Given current obligations under state breach notification laws, do covered entities or 

business associates anticipate having to send multiple notices to an individual upon 
discovery of a single breach?  Are there circumstances in which the required federal 
notice would not also satisfy any notice obligations? 

 
Covered entities or business associates may have to send out multiple notices in instances 
of a single breach because each state statutory scheme has its own definition of a 
“breach” and a different process for how individuals must be notified.  Neither the 
current Federal nor State laws satisfy the obligations under the others statutory scheme.  
Providers could draft notification that complied with both the Federal and State law, but 
this would have to be done for all 50 states, and would result in an excessive 
administrative burden for the provider and their business associates. 

 
3. Considering the methodologies discussed in the guidance, are there any circumstances in 

which a covered entity or business associate would still be required to notify individuals 
under state laws of a breach of information that has been rendered secured based on 
federal requirements? 

 
State laws have different definitions of “unsecured information” than found under the 
Federal laws.  In many instances; therefore, the covered entity would still be required to 
notify individuals of a breach under state law, while they would be protected under the 
Federal law. 
 
 
 



 
 
 

4. The Act’s definition of “breach” provides for a variety of exceptions.  To what particular 
types of circumstances do entities anticipate these exceptions applying? 

 
The Privacy Rule recognizes that incidental disclosures are unavoidable and thus deems 
them as permitted disclosures.  As with incidental disclosures, inadvertent uses and 
disclosures are a primary focus for all health care providers; however, even with 
heightened attention will happen to time to time, but are limited to the best degree 
possible. 
 
 

Sincerely, 
 

Bruce Yarwood 
President and CEO 
 
 


