[image: image1.emf]Step 1: PRIVACY OR SECURITY EVENT REPORTING FORM  
This document is intended to be a template which should be customized to fit 
the unique needs of the provider's operations. 


	DIRECTIONS:  Complete this form immediately when a privacy and/or or security (verbal, paper based, computer or electronic) event occurs involving resident information.  Please immediately send this report to _______________________ (fill in the fax or email of the privacy officer, local administrator or designated privacy/security incident receiver).

	1. PERSON REPORTING EVENT 


	2.  DATE AND LOCATION OF EVENT

	Name                              Position         

	Date of Event      
	Date Discovered      
Time Discovered       

	Phone                              Facility       
	Date  of Report       
	Location         

	3.   DETAILS OF EVENT


	

	a. Format Of Information Involved  


	 FORMCHECKBOX 
Verbal 
	 FORMCHECKBOX 
Paper
	 FORMCHECKBOX 
Computer/electronic 

	b. Names Of  Residents(s) Involved                           (use additional of sheet if needed)
	1.       
	2.       

	
	3.       

	4.       

	Type Of Resident Information Involved (i.e. medical records, social security number, medical bills etc…)          (Select all that apply)

	 FORMCHECKBOX 
   Demographic Information (name, address, etc.)
	 FORMCHECKBOX 
  Financial Information (billing information, SS#, etc.)

	 FORMCHECKBOX 
  Clinical Information (Dx, medications, lab results, medical record, etc.)
	 FORMCHECKBOX 
  Other ( any other information not contained in other categories)

	If  Other please describe:      


	c. Nature/Description of Event (Select all that apply. If selecting “other”, describe in detail) 


	 FORMCHECKBOX 
 Inappropriate verbal disclosure
	 FORMCHECKBOX 
 Missing written clinical/financial information (MAR, TAR, medical record, etc.)
	 FORMCHECKBOX 
 Fax, mail or e-mail with resident information sent to the wrong person/location

	 FORMCHECKBOX 
 Theft of  computer, blackberry, CD,  thumb drive, or other electronic device
	 FORMCHECKBOX 
 Loss or misplacement of blackberry, CD, thumb drive, other electronic device
	 FORMCHECKBOX 
 Unapproved  computer access: intrusion /hacking / IT incident

	 FORMCHECKBOX 
 Resident information found in the trash or public place


	  FORMCHECKBOX 
 Employee or vendor taking resident information out of the facility (without permission or safeguards)
	 FORMCHECKBOX 
 Other – describe in detail 
     


	For Privacy/Security Officer Use ONLY: Event ID      
	Reviewed by:                           Date:     
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