Step 2: Privacy and Security Event Report
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This document is intended to be a template which should be

customized to fit the unique needs of the provider's operations.

	WHO REPORTED EVENT AND WHEN
	Event ID      
	Date of Event      

	Name       
	Department/Center      
	Date of Discovery      

	Phone      
	Date Reported       
	Date Resolved      

	How Event Reported: 
	 FORMCHECKBOX 
Help Desk
	 FORMCHECKBOX 
Hotline
	 FORMCHECKBOX 
Email
	 FORMCHECKBOX 
Verbal
	 FORMCHECKBOX 
 Fax
	 FORMCHECKBOX 
Mail
	 FORMCHECKBOX 
Phone

	DETAILS OF EVENT
	  
	

	
	Format:   
	 FORMCHECKBOX 
 Verbal                     
	  FORMCHECKBOX 
 Paper
	 FORMCHECKBOX 
 Electronic

	Type of Event Select all that apply. If selecting “other”, describe in greater detail.  

	 FORMCHECKBOX 
 Theft 
	 FORMCHECKBOX 
  Hacking / IT incident
	 FORMCHECKBOX 
  Physical Security Breach
	 FORMCHECKBOX 
 Loss or misplacement 

	 FORMCHECKBOX 
 Improper Disposal
	 FORMCHECKBOX 
 Virus/other malicious software
	 FORMCHECKBOX 
 Unauthorized Access/Use/Disclosure
	 FORMCHECKBOX 
 Unknown

	 FORMCHECKBOX 
 Other      

	

	Location of Information Select all that apply. If selecting “other”, describe in greater detail.  

	 FORMCHECKBOX 
 Laptop computer
	 FORMCHECKBOX 
 Network Server
	 FORMCHECKBOX 
 Other Portable Electronic Device

	 FORMCHECKBOX 
 Desktop computer
	 FORMCHECKBOX 
 Email
	 FORMCHECKBOX 
  Paper
	 FORMCHECKBOX 
  Electronic Medical Record

	 FORMCHECKBOX 
 Other      

	Is this to be treated as a Privacy & Security Event?
Yes  FORMCHECKBOX 
 No  FORMCHECKBOX 
       If no, sign report and retain for 6 years. If yes, proceed.

	Type of Protected Health Information Involved Select all that apply. If selecting “other”, describe in greater detail.  

	 FORMCHECKBOX 
 Demographic
	 FORMCHECKBOX 
 Financial
	 FORMCHECKBOX 
 Clinical
	 FORMCHECKBOX 
 Other       
If applicable, # of residents involved      

	
	 FORMCHECKBOX 
 Name
	
	 FORMCHECKBOX 
 Credit Card #
	
	 FORMCHECKBOX 
 Diagnosis/ Conditions
	

	
	 FORMCHECKBOX 
 SS#
	
	 FORMCHECKBOX 
 Bank Account #
	
	 FORMCHECKBOX 
 Lab results
	

	
	 FORMCHECKBOX 
 Address/ Zip
	
	 FORMCHECKBOX 
 Claims Information
	
	 FORMCHECKBOX 
 Medications
	

	
	 FORMCHECKBOX 
 Drivers License
	
	 FORMCHECKBOX 
 Other 
	
	 FORMCHECKBOX 
 Other Treatment Info 
	

	
	 FORMCHECKBOX 
 Date of Birth
	
	     
	
	     
	

	
	 FORMCHECKBOX 
 Other     
	
	
	

	
	
	
	
	

	Safeguard(s) in Place Prior to Event Select all that apply. If selecting “other”, describe in greater detail.  

	 FORMCHECKBOX 
 Firewalls
	 FORMCHECKBOX 
 Strong Authentication
	 FORMCHECKBOX 
 Physical Security
	 FORMCHECKBOX 
 Anti-virus Software

	 FORMCHECKBOX 
 Secure Browser Sessions
	 FORMCHECKBOX 
 Biometrics
	 FORMCHECKBOX 
 Logical Access Control
	 FORMCHECKBOX 
 Intrusion Detection

	 FORMCHECKBOX 
 Packet filtering (router-based)
	 FORMCHECKBOX 
 Encrypted Wireless
	

	 FORMCHECKBOX 
 Other      

	Additional Safeguard(s) in Place Prior to Event Select all that apply.

	 FORMCHECKBOX 
 Encryption
	 FORMCHECKBOX 
 Locked Storage Room(s)
	 FORMCHECKBOX 
 Locked File Cabinet(s)

	 FORMCHECKBOX 
 Locked Shredding Bin(s)

	

	Brief Description of the Unauthorized Event: Describe the location of the unauthorized event, how the event occurred and the circumstances surrounding the event. Provide any additional information regarding the type of event, type of media, and type of Protected Health Information.
      

	Others Contacted by Person Reporting Event

	 FORMCHECKBOX 
 Security/Privacy Officer 
	 FORMCHECKBOX 
 Information Technology Department

	 FORMCHECKBOX 
 Corporate Compliance Officer
	 FORMCHECKBOX 
 Manager(s) of department involved

	 FORMCHECKBOX 
 Legal Counsel      
	 FORMCHECKBOX 
 Law Enforcement



	 FORMCHECKBOX 
 Other      
	


	Did this event occur at or by a Business Associate: 
Yes  FORMCHECKBOX 
 No  FORMCHECKBOX 
    If yes, describe actions taken by CE:

	BA Name:      
	 FORMCHECKBOX 
 Contacted BA- BA agreed to correct
	 FORMCHECKBOX 
 Terminated agreement with BA

	BA Address:      
	 FORMCHECKBOX 
 Contacted BA- BA refused to correct
	 FORMCHECKBOX 
 Other:      

	BA Contact:      
	Contact Phone:      
	Contact email:      

	         

	Other results of Investigation:      

	Severity Level 
	 FORMCHECKBOX 
 Low
	 FORMCHECKBOX 
 Medium
	 FORMCHECKBOX 
 High

	· no potential release of confidential data; or

· minimal/local disruption in service/access
	· potential release within organization; or

· regional disruption in service/access
	· potential release outside of organization; or 

· network-wide disruption in service/access

	Action Taken in Response to Event:  Select all that apply. If selecting “other”, describe in greater detail.  

	 FORMCHECKBOX 
 Security/Privacy Safeguards
	 FORMCHECKBOX 
 Policy/Procedure/Guideline Re-Education
	 FORMCHECKBOX 
 Policy/Procedure/Guideline Updates

	 FORMCHECKBOX 
 Mitigation
	 FORMCHECKBOX 
 Sanctions/Disciplinary Actions
	 FORMCHECKBOX 
 Other      


	Outstanding Issues:      

	Breach Notification Requirement:  Was PHI involved in event?        Yes  FORMCHECKBOX 
         No FORMCHECKBOX 
  If no, sign report and retain report for 6 years, 
 If YES, proceed with Potential Breach Investigation documentation.


After Breach Investigation, Complete Following Section if Breach Occurred. 
	BREACH NOTIFICATION:      FORMCHECKBOX 
       Not Applicable 

	Law Enforcement: 
	Was law enforcement notified?
	 FORMCHECKBOX 
Yes  FORMCHECKBOX 
 No 
	Who?      
	Date      

	Request for Delay Received: 
	Verbally?  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No;  Date      
	Written?  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No;  Date Specified:      

	Delivery of Notification to Affected Parties Written notice to be delivered via first class mail to last known address or electronic notice via email if agreed

	Date(s) written notice mailed:       Include example  letter with  event documents

	Does urgency exist because of possible imminent misuse?  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No ; If YES, How was this addressed:      

	Is there out of date contact information for 10 or more individuals?  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No; If YES, What substitute notice (CE website or media release) was used?       (Include example of substitute notice with event documents.)

	HHS Notification 


	Did breach involve more than 500 individuals at one covered entity? 
	 FORMCHECKBOX 
 No; IF NO, Document on event log. Sign report. Maintain documentation per policy.

	
	 FORMCHECKBOX 
Yes; IF YES, HHS Notification Date      

	Did breach involve more than 500 individuals from a state or jurisdiction?
	 FORMCHECKBOX 
No; IF NO, Document on event log. Sign report. Maintain documentation per policy.

	
	 FORMCHECKBOX 
Yes ; IF YES, Date(s) of prominent media outlet notification       (no later than 60 calendar days after discovery);  

Names of prominent media outlets notified        

	Report Completed by:      
	Date:      

	Privacy/Security Officer’s Signature :      
	Date:      

	Burden of Proof: Covered entities and business associates have the burden of proof to demonstrate that all required notifications have been provided or that a use or disclosure of unsecured protected health information did not constitute a breach.  This section also requires covered entities to comply with several other provisions of the Privacy Rule with respect to breach notification.  For example, covered entities must have in place written policies and procedures regarding breach notification, must train employees on these policies and procedures, and must develop and apply appropriate sanctions against workforce members who do not comply with these policies and procedures. 
Retention Requirements: Retain this report for six (6) years from the date of its creation per documentation requirements at 45 CFR Part §164.316(b) (2) (i).
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