Step 3: Potential Breach Investigation
[image: image1.emf]  This document is intended to be a template which should be

customized to fit the unique needs of the provider's operations.

	Complete this report if Privacy &/or Security Event occurred which involved PHI.

	A breach is unauthorized intentional acquisition, access, use or disclosure of unsecured PHI (not secured by technology rendering it unusable, unreadable or indecipherable)   on or after 9/23/09 that poses significant risk of financial, reputational, or other harm to individual. A breach is considered discovered when the incident becomes known, not when the CE or BA concludes the potential breach investigation.   

	Privacy & Security Event ID      
	Approximate # individuals affected        

	DETAILS OF PHI  
	

	Did event only involve information which was De-identified OR involve PHI in a Limited Data Set which also excluded date of birth and zip code?
	 FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No
	If NO, proceed to next section

	If this section ends with YES, stop process. Sign report. Maintain documentation per policy.

	DETAILS OF PHI SAFEGUARDS
	Secured PHI is PHI that is rendered  unusable, unreadable or indecipherable to unauthorized individuals

	State of Data:
	 FORMCHECKBOX 
 At Rest
	 FORMCHECKBOX 
 In Motion
	 FORMCHECKBOX 
 Being cleared, purged or destroyed

	Was the electronic PHI encrypted as specified according to HHS guidance (74 CFR 19006)?   OR
	 FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 N/A

	Was the PHI rendered unusable, unreadable or indecipherable to unauthorized individuals?
	 FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No
	

	Describe details of safeguards:      

	If this section ends with YES, stop process. Sign report. Maintain documentation per policy.

	WAS THERE A “BREACH”?   If answer is YES, it is not a breach. Stop process. Sign report. Maintain documentation per policy.

	Permitted Uses and Disclosures :

	Was the PHI accessed, acquired, used or disclosed for treatment purposes?


	 FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No
	If NO, proceed to next question

	Was the PHI accessed, acquired, used or disclosed for payment or healthcare operations purposes and in the minimum amount necessary?
	 FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No
	If NO, proceed to next question

	Was the PHI acquired, used or disclosed incidental to a permitted use or disclosure? 
	 FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No
	If NO, proceed to next question

	Was the PHI disclosed pursuant to and in compliance with a HIPAA–compliant authorization?
	 FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No
	If NO, proceed to next question

	Was the PHI accessed, acquired, used or disclosed for facility directory purposes in compliance with § 164.510(a)?
	 FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No
	If NO, proceed to next question

	Was the PHI accessed, acquired, used or disclosed for involvement in the resident’s care and notification purposes in compliance with § 164.510(b)? 
	 FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No
	If NO, proceed to next question

	Was the PHI accessed, acquired, used or disclosed pursuant to § 164.512 uses and disclosures for which an authorization or opportunity to agree or object is not required?
	 FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No
	If NO, proceed to next question

	Exceptions to the breach definition :

	Was it an incidental access, use, or disclosure by a workforce member of the covered entities or business associate:

a. while acting under the organization’s authority, and

b. made in good faith, and

c. within their scope of authority, and

d. does not result in a further use or disclosure?
	 FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No
	If NO, proceed to next question

	Was it an inadvertent disclosure:

a. by a person who is authorized to access PHI at a CE or BA; 

b. to another person authorized to access PHI at the same CE or BA, or organized health care arrangement in which the CE participates, and

c. the information received as a result of such disclosure is not further used or disclosed in a manner not permitted by the Privacy Rule?
	 FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No
	If NO, proceed to next question

	Was it a disclosure of PHI where a CE or BA has a good faith belief that an unauthorized person to whom the disclosure was made would not reasonably have been able to retain such information?
	 FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No
	If NO, proceed to next question


	Harm Determination:

	Was the PHI accessed, acquired, used or disclosed by another entity governed by the HIPAA Privacy and Security Rules or a Federal Agency obligated to comply with the Privacy Act of 1974 and Federal Information Security Management Act (FISMA) of 2002?
	 FORMCHECKBOX 
 Yes 
	 FORMCHECKBOX 
 No
	If YES, answer Part A

If NO, proceed to next question

	Part A
	If YES, were immediate steps taken to mitigate the impermissible use/disclosure/acquisition?  Consider the following for example:
	 FORMCHECKBOX 
 Yes,
	 FORMCHECKBOX 
 No
	If YES, answer Part B

If NO, proceed to next question

	
	a.
	Was the recipient contacted and were satisfactory assurances obtained assuring that the PHI would not be further used or disclosed or would be destroyed? OR
	
	
	

	
	b.
	Was the PHI not accessed, opened, altered, transferred or otherwise compromised? For example, a mailing is returned unopened or through analysis, it is determined that information on a laptop or computer was not accessed.
	
	
	

	
	List steps:      
	
	
	

	Part B
	If YES, did the steps above eliminate or reduce the risk of harm to the individual to a less than significant risk?
	 FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No
	If YES, you do not have a breach

If NO, proceed to next question

	Does the type or amount of PHI accessed, acquired, used or disclosed pose a significant risk of financial, reputational, or other harm to the resident? Consider the following:
	 FORMCHECKBOX 
 Yes, there is a 
significant risk of harm
	 FORMCHECKBOX 
 No

	If YES, you have a breach - proceed with Notification process

If NO, you do not have breach

	a.
	Was only minimal PHI acquired, accessed, used or disclosed such as just the resident name and the fact that services were received?
	
	
	

	b.
	Did the PHI include the resident’s name and type of services received? For example: were services from a specialized facility such as an infectious disease clinic or substance abuse provider?
	
	
	

	c.
	Did the PHI include high risk information that could be used for identity theft such as name, social security number, date of birth, financial or credit card account numbers, driver’s license number or state-issued identification card number or maiden name?
	
	
	

	d.
	Did the PHI include only a limited data set as defined by the Privacy Rule and the likelihood of re-identification is low? For example, if the information included the zip code for a metropolitan city vs. a rural location.
	
	
	

	
	
	
	

	FINAL BREACH DETERMINATION

If NO, describe reasoning:      
If YES, there is a breach.  Please return to Step 2 “Privacy and Security Event Report” to complete the Breach Notification Section on page 3.



	Report Completed by: ____________________
	Date:      

	Privacy/Security Officer’s Signature : ____________________
	Date:      

	Burden of Proof: Covered entities and business associates have the burden of proof to demonstrate that all required notifications have been provided or that a use or disclosure of unsecured protected health information did not constitute a breach.  This section also requires covered entities to comply with several other provisions of the Privacy Rule with respect to breach notification.  For example, covered entities must have in place written policies and procedures regarding breach notification, must train employees on these policies and procedures, and must develop and apply appropriate sanctions against workforce members who do not comply with these policies and procedures.

Retention Requirements: Retain this report for six (6) years from the date of its creation per documentation requirements at 45 CFR Part §164.316(b) (2) (i).
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